
management. TAB illustrates 
these by assessing components 
of the critical infrastructure: 
information technology and 
telecommunications, transportation 
and traffic, water supply and 
sewage disposal, food, financial 
services and health care. It shows 
how vulnerable the critical 
infrastructure is, because of 
the internal complexity of these 
components and their great 
interdependence. 

The consequences for information 
technology and telecommunications, 
for example, would be dramatic. 
Most public telecommunications 
and data services would be lost 
immediately, and the rest after just 
a few days. How would authorities, 
the public, companies or emergency 
workers communicate? According 
to TAB, there are no plans (‘as far as 
is visible’) that have been developed 
that offer a specified minimum level 
of service if there is a power outage 
that lasts, let’s say, two weeks or 
more. 

No passive victims
In the meantime, the general 
population remains unaware and 

unprepared: “The power supply, 
although a critical component 
of our infrastructure, is not a 
topic for the public.” the report 
suggests. Personal experiences of a 
power outage are usually quickly 
forgotten, and potential causes, 
such as terrorism, viewed with a 
degree of fatalism. TAB therefore 
strongly advises the formulation of 
a scientifically grounded strategy 
for communicating with the public 
about the risks, before there is one. 

In this strategy, citizens should not 
be viewed as passive victims but as 
competent and active actors. 

So get reading. Power outages are 
no longer restricted to national 
borders or disaster movies.

 
Hazards and vulnerability in modern 
societies – using the example of a large-
scale outage in the electricity supply
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Lüllmann, Maik Poetzsch, Ulrich Riehm - 
TAB report no. 141. Berlin 2010, 264 pages

The lights  
are out.  
Now what?
Are we ready for what really 
happens when our electrical 
systems shut down? A recent 
German report looks at the 
consequences of a prolonged and 
widespread power outage.  

‘It would be nearly impossible 
to prevent a collapse of all of 
society.’

Communication systems are 
down. There’s no water to drink 
or cook with and even if you could 
get access to your money, the 
supermarket shelves are empty. 
The sewage system is blocked 
and the transport system is at a 
standstill with people still trapped 
inside subways and trains. The 
baby needs milk. You’re stuck. 

No, this is not the scenario of 
a new disaster movie but the 
nightmarish consequences of 
a prolonged and widespread 
electrical outage. Electrically 
powered equipment has 
almost completely penetrated 
environments in which we live 
and work. According to a recent 
report by the office of Technology 
Assessment at the German 
Bundestag (TAB), a prolonged and 
widespread outage would “affect 
each component of our critical 
infrastructure, and it would be 
nearly impossible to prevent a 
collapse of all of society.” Although 
many expect the probability of 
an outage to grow, due to the 
increased chance of technical 
and human failures, criminal or 
terrorist action or climate-related 
extreme weather, to what extent 
are we prepared?  

Catastrophe
The report notes how previous 
German outages have lasted only a 
few days, but revealed shortcomings 
in the national system of disaster 
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