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Etcetera WP4 — Project Workflow

Task 4.1: 10/2011 — 03/2012

M |dentification of
Emerging Technologies ...

B ... with security implications

... in time frame 2020 to 2030

B ... based on three different
methods by AIT, INT and Isdefe.

m AIT —> Bibliometry

B FhGINT = Desk Research
(inhouse

experts)

B |sdefe > Desk Research
(core team inhouse,

external experts)
Task 4.2: 02/2012 — 07/2012

B Harmonisation of individual lists
B Prioritisation of technologies
B Evaluation of methods

Task 4.3
Development of a
novel method for

technology scanning

Task 4.2
Comparative analysis

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

' Report on the comparative
. analysis of three methods to :
- assess emerging technologies -
e

Results of
: the 1st :
. Consultation
. Campaign

Task 4.1
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Etcetera WP4 — Technology Scanning using Bibliometry
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Density map of bibliographically coupled publications, cos-weighted moving average filter pw=c(x,y) X p(x,y); Total # of

Pubs 20974; Time Span: 2006; 2010
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Etcetera WP4 — List and Description of Emerging Technologies

“Provisional List” — WD4.1

127 Emerging Technologies 1. “Cancelable biometrics” TMCLA it
sorted in

Description

13 Technology Areas femsmsal B, “New coatings and surface treatments” Tk e 4 m

. . . . represent emer(
were identified, containing s
e el Descriptie=
cancel or reissu 1
Cancelable bion 113 (11 Task 4.1 | WD4.1
10 Technology Demands. bometricfoatu teesodepe 7. “Post-quantum Cryptography Fraunhofer INT — 049
go:;g:l);\nsrz‘,: for the functiony

catagarias foc il Nanostructured
Belevance plasma, layerd  Description

Altogether 140 Emerglng microwave graf]

Al data, includir Most currently popular public-key cryptosystems such as RSA (Rivest, Shamir,

TeC h no I Og | es were s:zﬁ:fmg;‘?; Adleman) and ECC (elliptic curve cryptography) can be efficiently broken by
B quantum computers. Post-quantum cryptography refers to cryptosystems
1 11 A distinct advan that run on conventional computers and are not breakable using classical or
|dent|f|ed by partners temp:met:gl;r: Relevancn quantum computers.
transform —
original ones, s¢ Applications:
AlIT, Isdefe and FhG INT sronesd | Applcations
lsyst:ams, providi cracking, to atts
s gases, etc..
o i ceoe - Paints and cqg
— color, electromy .
envinmentald  Relevance Expectations
“ ”
TeCh n O I Ogy Card S - - gnknown neg Post-quantum cryptography provides protection for There are currently several proposals for public-key
— OITE FESCay sensitive information against attacks by quantum cryptosystems, e.g. multivariate cryptography,
Am en d me nt to W D4 ) 1 — these technolog computers, which are believed to be immune to a quantum
upscaling expe; computer attack.
R The technelogy readiness is low to medium.
1 Practical cryptosystems may become available in
serve to establish a about 10 years
common understanding for —

the following prioritisation
step . ETeeTerA ._aﬁigalsdefe NT o Z Fraunhofer
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Etcetera WP4 — Assessment of Emerging Technologies

“Prioritised List” — D4.1

. ETCETERA

! ETCETERA is an FP7-funded project
e Cortract No. 261512

.ETcETeRA

EvaLuaTI0N OF CRITICAL AND EMERGING SECURITY TECHNOLOGIES
FOR THE EL A Acavoa

DELIVERABLE D4.1

List of Emerging Technologies with
Security Implications

Authors: B. Wepner (AIT), G. Huppertz (FhG INT), J. Ldpez Pino (Isdefe)

ETCETERA s an F97-funded project
Contract Mo, 261512

. ETCETERA
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Smal-scale Energy Harvesting

Electrochemical Enargy Storage Materials
ULVIUSY - Energy Storage and Propulsion
Biomass-to Liquid Biofusd | Fischer-Tropsch
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Content:

70 Emerging Technologies
after prioritisation using
WBAM

After completion of the technology scanning phase at AIT, Isdefe and Fraunhofer INT a
synchronised list of emerging technologies was produced. This complete list was assessed
by technology experts in the three institutions by filling in an Excel sheet with the
possibility to rate certain aspects of each technology by ticking boxes. The following screen
shot gives an example on how the Excel sheet was organised.

Fig. 3.1.2: Depiction of the technology assessment file, showing the applied WBAM factor values
and the gathered ratings for technology area “Energy Technalogy”.
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Etcetera WP4 — Assessment of Emerging Technologies

WBAM — Weighted Bit Assessment Method

fai

Assessment of WBAM result for — ;:‘:;j;‘:;°;$§i’;f:nse°“”‘y sene Tme fene A SR
prioritisation: 17 Climate Engineering 3 15 3 0 6
18  Carbon Sequestration 15 6 3 0 6
. 19  Nanocomposites for Oil Removal 1.5 6 1.5 0 3
B Five parameters :
B Secu r|ty Relevance TA6: Human Machine Interface SecRel Time Market Appl Ethics
- Tlme Frame 2020_2030 TAT: Human Science SecRel Time Market Appl Ethics
u Maket POtenUal 20 Automated Human Behaviour Analysis 5 3 3 3 0
[ | App"cation Potential 21 Dark Web Terrorism Research 5 0 -3 3 0
. . . 22  Broad-Spectrum Antiviral Therapeutics 4.5 6 3 3 6
o Ethlcal COﬂSlderaUOn 23  Reality mining - Machine Perception and Learning 1 3 3 -3 0
24  Agent based Modelling 1 3 1 -1 4
- WBAM can S“erve tO OV?rcome TA8: ICT and Electronics SecRel Time Market Appl Ethics
inconsistent “meanings” about 25 Quantum Computers 3 3 Y 1 4
teChnO|OgieS 26 Nanocomputers 1 0 1 -3 8
TA9: Mobile Platform Technologies SecRel Time Market Appl Ethics
® The method proves very useful, 27 Semantic 3D Scene Interpretation 6 3 1 3 0
however results needs to be 28 Exo-Sceletons S
. i 29 Small Satellites 5 6 1 3 2
interpreted with care and under 30 Stratospheric Platforms 5 6 -1 3 0
ConSIderatlon Of process factors 31 Autonomuous Passenger Cars 4 3 3 1 =
b I luat | | of 32 Kinodynamic Motion Planning 4 < 3 -3 6
(num gr 0_ evalua OI’.S, evelo 33 Active Protection Systems E 6 =1l 1 B
expertise, interpretation of technology 34 Indoor Navigation 3 3 3 1 0
theme etc.) 35 E-Enabled Aircraft 2 3 3 3 6
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Etcetera WP4 — Example of WBAM assessment result

Proprietary
Method ISDEFE

Biomass-to Liquid Biofuel based on Fischer-Tropsch Synthesis
Genetically Modified Crop Technology

Identity-based Signature Techniques
Secure Routing

Topics from
Bibliometry

AIT

Security Policies in Large Networking Systems
Self Certification Protocols Cognitive Radio
Ubiquitous Computing Broad-Spectrum Antiviral Therapeutics
Security Requirements Engineering Nanocomposites for Oil Removal

—_— WBAM rating of time frame for
VaX-Communication emerging technologies with

Encryption Schemes for Secure and Private RFID Systems

Electrical Impedance Tomography Electrochemical Energy Storage Materials ratl ng 1 to 3 for Val ue
Polymeric Nanocomposites q Hydrogen Production / Storage Techn.

Smart Materials Small-scale Energy Harvesting ,,SeCU rlty Re I eva n Ce“
New Cancelable Biometrics SHM Systems

CSCW-Systems T (value range: -2 to 6).
ECG Wave imaging Nanostructured Ceramics Source: Teichert (VDl), 2012

(Trust in) Online Business | Liquid Armour | Reality Mining
UUV/USV - Collision / obstacle avoidance techn.
Financial Economics - Structural Models of Default Laser Weapons
Financial Economics - Term Structure Modeling Graphene UUV/USV - Energy Storage and Propulsion
Financial Economics - Structural Bond Validation Models UUV/USV - Adv. Algorithms for Classification Quantum Computers
Stock markets (Financial) [IBBBB indoor Navigation ]| Nano-Robots Brain Computer Interface
Reinforced Light Alloys" I  t-Enabled Aircraft Nanocomputers
Health care security _ Ducted Fan Air Vehicles Artificial Inmune Systems Small Debris Removal

Overall Technology
Forecast

INT

Hybrid Materials / Multimaterials - Femto-Photography Chemical Robots . Clean-Slate Future Internet
Role-based Information Flow Walking Machines Biomimetic UUVs Flying Cars Climate Engineering Self-reconfiguring Modular Robots
[ ] [ ] (]
2020 2025 2030
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Etcetera WP4 — Findings

Methodic strength of approaches (tentative result):
M Desk Research
® Early recognition of developments in monitored areas
B Assessment of technology meaning and relevance
B Assessment of future development resp. time horizon
B Bibliometry
B Detection of developments in areas outside monitoring focus (timeframe)
B Quantitative description of development up to now (hype cycle etc.)
B Quantitative description and visualisation of research activities

B Discussion on strengths and weaknesses of the methods in deliverable D4.2.
B Recommendation how to combine individual strengths in deliverable D4.3.
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Etcetera WP4 — Findings

Recommendation for a 3-step approach to identify emerging technologies
(tentative result):

B Step 1: Bibliometry for collection of material (based on pre-defined search query)
Delivers a widespread and unbiased overview on a topic (Backcast)
Identifies research ,hot spots” and visualises their interaction

B Step 2: Desk Research for assessment of material
Identification of relevant developments in a technology area
Assessment on application potential, complementary and concurrent developments
Assessment of the future development (Forecast)

B Step 3: Bibliometry for affirmation of results (based on refined search query)
Affirmation of completeness regarding publications, researchers, institutes

Complement to the assessment of thematic experts regarding the current status (past to
present) of the temporal development
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