
© Fraunhofer INT  

Identification of Emerging Technologies with 

Security Implications: Experience and Results 

from the ETCETERA project 

Evaluation of critical and emerging technologies for the elaboration of a security research agenda 

Beatrix Wepner Austrian Institute of Technology, Vienna, Austria 

Guido Huppertz Fraunhofer Institute for Technological Trend Analysis, Euskirchen, Germany 

The European Technology Assessment Conference, Prague, March 13-15, 2013  

“Technology Assessment and Policy Areas of Great Transition“ 



© Fraunhofer INT  

Etcetera WP4 – Project Workflow 

3 PM 1.5 PM 3.5 PM 

Task 4.1:    10/2011  –  03/2012 

 Identification of  

 Emerging Technologies … 

 … with security implications 

 … in time frame 2020 to 2030 

 … based on three different 

methods by AIT, INT and Isdefe. 

 

 AIT   Bibliometry 

 FhG INT   Desk Research 

   (inhouse 

experts) 

 Isdefe  Desk Research 

  (core team inhouse, 

   external experts) 

Task 4.2:    02/2012  –  07/2012 

 Harmonisation of individual lists 

 Prioritisation of technologies 

 Evaluation of methods 

Slide 2 



© Fraunhofer INT  

Density map of bibliographically coupled publications, cos-weighted moving average filter pw=c(x,y) X p(x,y); Total # of 

Pubs 20974; Time Span: 2006; 2010 

TA 13: Cross 

Sectional Themes 

TA 5: Environ-

mental Security 

TA 5 & 13 

Environment/ 

Cross section 

TA 1: 

Biometrics 

TA 2 & 8: 

Communication/  

ICT Technology 

TA 4: Energy 

Technology 

Etcetera WP4 – Technology Scanning using Bibliometry 

Bibliometric 

Overview –  

General Search  

for „Security“ 
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Etcetera WP4 – List and Description of Emerging Technologies 

“Provisional List” –  WD4.1 
 

127 Emerging Technologies 

sorted in 

 

13 Technology Areas 

 were identified, containing 

 

10 Technology Demands. 

 

 Altogether 140 Emerging 

Technologies were 

identified by partners  

 AIT, Isdefe and FhG INT 

 

 

“Technology Cards” – 

Amendment to WD4.1 
 

serve to establish a 

common understanding for 

the following prioritisation 

step 
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“Prioritised List” – D4.1 

Content: 

 

70 Emerging Technologies 

after prioritisation using 

WBAM 
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Etcetera WP4 – Assessment of Emerging Technologies 
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WBAM – Weighted Bit Assessment Method 
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Assessment of WBAM result for 

prioritisation: 

 

 Five parameters 

 Security Relevance 

 Time Frame 2020-2030 

 Maket Potential 

 Application Potential 

 Ethical Consideration 

 

 WBAM can serve to overcome 

inconsistent “meanings” about 

technologies 

 

 The method proves very useful, 

however results needs to be 

interpreted with care and under 

consideration of process factors 
(number of evaluators, level of 

expertise, interpretation of technology 

theme etc.) 

Etcetera WP4 – Assessment of Emerging Technologies 
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ISDEFE 

AIT 

INT 

Etcetera WP4 – Example of WBAM assessment result 

WBAM rating of time frame for 

emerging technologies with 

rating 1 to 3 for value 

„Security Relevance“  

(value range: -2 to 6). 
Source: Teichert (VDI), 2012 

Proprietary 
Method 

Topics from 
Bibliometry 

Overall Technology 
Forecast   
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Methodic strength of approaches (tentative result): 

 Desk Research 

 Early recognition of developments in monitored areas 

 Assessment of technology meaning and relevance 

 Assessment of future development resp. time horizon 

 Bibliometry 

 Detection of developments in areas outside monitoring focus (timeframe) 

 Quantitative description of development up to now (hype cycle etc.) 

 Quantitative description and visualisation of research activities 

 

 

 Discussion on strengths and weaknesses of the methods in deliverable D4.2.  

 Recommendation how to combine individual strengths in deliverable D4.3. 
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Etcetera WP4 – Findings 
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Recommendation for a 3-step approach to identify emerging technologies 

(tentative result): 

 Step 1: Bibliometry for collection of material (based on pre-defined search query) 

 Delivers a widespread and unbiased overview on a topic (Backcast) 

 Identifies research „hot spots“ and visualises their interaction 

 

 Step 2: Desk Research for assessment of material 

 Identification of relevant developments in a technology area 

 Assessment on application potential, complementary and concurrent developments 

 Assessment of the future development (Forecast) 

 

 Step 3: Bibliometry for affirmation of results (based on refined search query) 

 Affirmation of completeness regarding publications, researchers, institutes 

 Complement to the assessment of thematic experts regarding the current status (past to 

present) of the temporal development  
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Etcetera WP4 – Findings 
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